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“Just because you are paranoid doesn’t mean

they aren’t out to get you”



Four Stages of Competence



Internet Security

Step One: Learn / understand the risks we face

Step Two: Learn / implement countermeasures



Internet Security Threats @ 30,000 Feet

• Weisman - “Where are the real cybersecurity threats?”
• McGill – “The Inevitability of Being Hacked”
• October hack disrupts Internet service in eastern U.S.





Internet Security Threats @ 30 Feet

• Our devices may become part of a “bot-net”

• Personal information may be encrypted / stolen / abused

• Device performance may be compromised

• Our identity may be stolen

• We may be scammed, to our detriment

• (Note that these threats may also involve other channels)

• Distributed Denial of Service (DDoS) attack (unlikely)



Internet Security Threats @ 30 Feet

• Man-in-the-Middle (MITM) exploits

• Software exploits – install malware on your device(s)
• Bot-net 

• Keystroke logger / webcam / microphone

• Other

• Phishing (can lead to all sorts of bad things)

• (See Phishing examples)

• Other?



Example #1 – Phony Microsoft Pop-Up

• An LCACE member was recently “phished”
• She had a “Microsoft” pop-up reporting malware
• Was told to call a 1-800 number for assistance
• Did so, and was offered “assistance” for a fee
• Her contact asked for the pop-up code number
• Our member declined and hung up
• In a previous incident another LCACE member paid



A phishing “pop-up” 
in my Google 
Chrome browser as I 
was reading email; 
November 9, 2016)

Example #2 – Phony Windows Pop-Up



Example #3 – Spam Email





Example #4 - John Podesta Email Hack

• 50,000 HCA emails were stolen from his computer
• Contain sensitive information, potentially damaging
• Emails released in stages by Wiki-Leaks prior to election
• How were they stolen?

• Disgruntled staffer?
• HCA server hacked? 
• ISP / email provider hacked?
• Phishing?



Example #4 - John Podesta Email Hack

• Podesta received email request to reset his Gmail password
• From: “no-reply@accounts.googlemail.com”
• Blue “CHANGE PASSWORD” button provided in email
• Forwarded to HCA internal computer-security dept.
• Staffer OK’d email & password change
• Also sent correct Google address for password change
• Podesta or staffer clicked email link to update password

mailto:no-reply@accounts.googlemail.com
















The risks of “Cloud” storage

• Your information may be stolen during transmission

• Your information may be stolen from Cloud servers

• Those with whom you interact may sell your data

• Your files may be lost if the provider goes out of business

• Ownership of stored information may not be clear

• Back-up copies may not be deleted when you delete a file

• Government agencies may access your information



Current / Future Internet Security Environment

• “Bad Guys” driven by greed / ideology / national interest

• They are very capable & share “best practices”

• Bot-nets and exploits can be purchased or rented

• Bot-nets allow constant, widespread attacks

• The Internet allows operation from anywhere

• There is little on the horizon to slow them down

• Meanwhile, we are becoming more and more connected



What Should You Do?

• Use a network router; ensure your network is protected

• Use anti-virus / firewall software; keep updated

• Create complex, UNIQUE passwords – for everything!

• Ensure your OS and application software is up-to-date

• (Use Secunia PSI to monitor and auto-update)

• Use a Standard account for ALL web-surfing

• Use a Virtual Private Network (VPN)







What Should You Do?

• View Web filtering & Web of Trust before surfing the Web

• Use caution when transferring from site to site

• Be very careful before clicking on any links; think twice!

• As alternative to linking, go directly to desired site

• Use encryption for important (all?) files; ditto for email

• Implement Two-Factor Authentication (2FA)

• Routinely back up all your files

• Use only your own flash drives / keep them secure 





What Should You Do?

• Use the security information available on the Web

• You can search for virtually any security challenge / problem

• If you don’t like the first answers you get, refine your query

• As an example, Microsoft offers a Safety & Security Center

• Follow Tech news for new info about challenges / solutions

• Share questions (and solutions) with LCACE members

• Consider using a Chromebook / tablet as your laptop?



https://www.microsoft.com/en-us/safety/pc-security/default.aspx

https://www.microsoft.com/en-us/safety/pc-security/default.aspx


Privacy

• Adjust all Win 10 Settings for privacy
• Adjust privacy settings on every browser
• Install Ghostery or Disconnect as browser extension
• Use Duck, Duck Go as your search engine
• Install a Virtual Private Network (VPN) 
• Use temporary or alias email addresses
• https://medium.freecodecamp.com/tor-signal-and-

beyond-a-law-abiding-citizens-guide-to-privacy-
1a593f2104c3#.be1pgqpr6


